
BAUER Group relies on Barracuda NextGen Firewall F-Series 
BAUER pursues a three-step concept in order to provide the necessary services in the best possible way: 
Local services such as File Services are left onsite in the larger local branches. At the next level, two data 
centers in Houston and Singapore assume operations for applications such as Microsoft Exchange and 
Sharepoint for their respective regions. Services which cannot be distributed, or should not be distributed for 
security reasons, are provided centrally from the head office in Schrobenhausen for all branches distributed 
worldwide. This includes for example, SAP R/3, with the information that is of particular relevance for the 
production facilities concerning order specifications and warehouse stock levels. The networking is largely 
conducted via MPLS lines or VPN connections, depending upon requirements. “Establishing encrypted 
connections to our Chinese subsidiaries is only possible with enormous latency periods because of the 
state firewall, so we still use MPLS lines here. And for other locations we must, of course, consider the cost 
factor: Line costs are an important issue depending on the location, which means that solutions have 
to be selected which meet both our costing as well as our technical requirements“, says Roland Bauer, 
Head of the Network Infrastructure Department for the BAUER Group. The IT department therefore started 
replacing the MPLS connections with several less expensive SDSL or ADSL lines with load sharing in some 
branches in 2009. 

“We had already opted for a solution that controls the load sharing of lines. However, when it came to the 
implementation weaknesses in the central management became apparent because with each new VPN 
connection we literally had to start again from scratch, testing and managing firewall rules separately.  Since 
a total of 120 branches have to be connected we “pulled the emergency brakes“ and started looking for a 
different solution - one that focused on centralized management on top of ADSL Load Sharing.“

An existing project drew our attention to Barracuda
Whilst looking for a solution with excellent central management functionalities, Roland Bauer and his team came 
across a company from the financial industry sector which had significantly reduced its firewall infrastructure 
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About the Barracuda NextGen Firewall F
The Barracuda NextGen Firewall F-Series is the enterprise-grade 
network firewall that combines comprehensive, next-generation 
firewall capabilities - based on application visibility and user-
identity awareness - with optimal efficiency and throughput. 
Coordinated WAN optimization, centralized management, and 
cloud-hosted content filtering and reporting are just a few of 
the key features supporting enterprise requirements.
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administration expenditure by introducing Barracuda‘s centralized management system. “This made 
us sit up and listen closely at this point: A company that can implement an efficient management 
system for highly complex firewall infrastructures in the banking sector can almost certainly do the 
same in our infrastructure, too,“ says Roland Bauer. “Closer examination proved this assumption to be 
absolutely correct and Barracuda‘s central management fully convinced us in the test situation.“ 

An additional advantage of Barracuda NextGen Firewall F-Series is the innate multi-provider/ multi-
link capabilities, which facilitate the use of all feasible types of connection, from MPLS, DSL, ISDN 
and dialup up to UMTS and satellite. With the centralized management concept and the multi-link 
functionality, Barracuda NextGen Firewall had already fulfilled two major requirements. The only 
problem: The ADSL Loan Sharing was not yet supported in the form required by BAUER. This problem 
was solved within eight months in a joint effort: The BAUER Group provided a test infrastructure and 
the Barracuda Development Center in Innsbruck implemented the respective functionality. In Roland 
Bauer‘s opinion, the advantages of working with a supplier with a strong European presence soon 
came to the fore here: “I am sure that I would not have met with the same readiness to cooperate and 
the same flexibility had we opted to work with one of the large international manufacturers.“

 “The appreciation for European preferences and the straightforward communication in the same time 
zone are also positive aspects that come to light in ongoing support, not to mention the common 
language. At the same time Barracuda is also a well-known international brand, which makes it easier 
for support and for our IT teams in Asia and America to become familiar with the systems.“ 

Simple rollout & efficient management 
The BAUER Group has now built up some twenty European locations via Barracuda NextGen Firewall 
F-Series and a firewall cluster at the headquarters in Schrobenhausen. Barracuda NextGen Firewall 
F300 model that provides high throughput rates and also has enough NIC-connections for load 
sharing across several ADSL lines is used in both the subsidiaries as well as at the headquarters. The 
central Control Center is operated in Schrobenhausen as a virtual appliance via VMware. It only 
takes a few days from order placement and configuration of an appliance in Schrobenhausen to the 
connection of a new branch, says Roland Bauer: “Basically, a normal user can connect a preconfigured 
appliance and additional support is only necessary if MPLS lines are involved.” 

After the first six months and the transition of the European locations, the next goal is to connect all 
international subsidiaries from two to 900 employees within between three and five years. Roland 
Bauer comments: “We expect to see the already noticeable benefits of centralized management 
becoming even more evident. Setting up a VPN connection using Drag&Drop and the graphical 
interface is definitely an extremely efficient method. Until now, we have only looked at this during an 
extended workshop, which shows just how intuitive using the system is.  We will be able to implement 
more complex tasks by ourselves once we have completed a further training course.“

Recommendation for Barracuda 
One of the main reasons for introducing Barracuda NextGen Firewall F-Series was to connect the different sized 
subsidiaries economically with the respective adequate transmission technology - has this objective been 
realized? At the BAUER Group the subsidiaries carry the connection costs. For some of the smaller subsidiaries 
the only way to implement a performant connection with manageable costs was to use load sharing DSL. 

Roland Bauer summarizes: “Barracuda has absolutely surpassed our expectations of centralized 
management, multi-link functionality, performance and security performance. Independent, external 
experts have even confirmed that our systems mirror the requirements of an international distributed 
infrastructure optimally. So I can only recommend companies with a similar infrastructure to take a 
very close look at Barracuda NextGen Firewall F-Series.“

Barracuda NextGen Firewall F 
Fast Facts
• Integrated next-generation security
• Granular control of user activity
• Effective WAN management
• Connection-friendly and robust VPN
• QoS and link balancing
• Central management


