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Executive Summary 

When it comes to assuring a comprehensive corporate data retention and litigation readiness plan, no 
single data set seems to present more challenges than the PST file. Microsoft Outlook PST (or personal-
storage-table) files can be generated for a number of reasons. They may be the result of mailbox quotas.  
They may be used as a method to organize older email data. Some are even created to ease the handover 
of data from one employee to another. Regardless of the reason they have been created, PST files can be 
a major headache for IT teams.

Challenges of PST Files

PST files are container files – under a single name are tens or even hundreds of thousands of emails 
and attachments, as well as contacts, calendar items, task lists.  When PST files reside on laptops and 
workstations that are not typically backed up, they can present enormous backup, recovery, corruption 
and discovery challenges. Compounding the challenge, they are often prone to excessive size that can 
lead to data corruption. Finally when PST data is included in an electronic discovery request, companies 
find they are difficult to locate and restore, and often present unnecessary risk.  

With the release of Exchange 2010, Microsoft began offering options to eliminate the need for PST files as 
archival storage. Exchange 2010 allows for larger mailboxes and secondary mailboxes where additional 
data can be archived; Exchange 2013 expands on this capability. Yet, this secondary mailbox solution is still 
“live” storage in the inbox, whereas PSTs allowed users to offload their inbox to local storage.  

This article will provide an eight-point action plan to eliminate PST files so that they can be efficiently 
integrated into an overall corporate retention policy for assured data protection, corporate compliance 
and litigation readiness. But, first things first. You need to understand why you want to get rid of PST files 
before you can set out to eliminate them.

Why Do You Want PST Files Eliminated?

The IT organization has struggled with PST files since their inception:  corrupt PST files result in helpdesk 
calls, and PSTs from former employees’ desktops fill corporate servers with terabytes of dark data (since 
you can’t see inside a PST file unless you are the owner).

However, there are a number of major IT projects for which PST files are significant roadblocks:  these 
include VDI, BYOD implementations, and migrations to Office 365.  In each case, PST data needs to be 
restored since the IT project will render them inaccessible.   Companies who are implementing archiving 
– either using native Exchange 2010 or 2013 or a third-party archiving solution – also realize that they 
can eliminate PST files and streamline all their downstream processes.   Finally, companies needing to 
implement policy-driven information management for compliance – including deleting unneeded data 
– should apply such retention across local files like PSTs to ensure their strategy is legally defensible.  So 
there are plenty of reasons to eliminate PST files; the challenge is to create a successful project that will 
ensure that PSTs don’t return (i.e., this should be a one-time exercise).

Our eight-step plan has been adopted by many of our customers; they have been able to successfully 
eliminate PST files as well as the future need for them.   They have benefitted with better storage 
management, happier end users with fewer support calls, and lowered litigation costs when archived 
email data needs to be found and produced.
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The 8 Step Plan for PST Elimination

1. Create Your Strategic Plan for Eliminating PST Files

There are three key aspects to your strategic execution plan – where, how and when.  (We will deal with 
the fourth – how much – in the next point).

Where:  Evaluate where you want to store the data recovered from PSTs – if indeed you want to keep it 
at all. Will you recover it to Exchange, in an archive, on a SAN or other secondary storage unit, or under a 
managed solution? What limits do you have in place today that might restrict the recovery of PST data to 
this source and what cost implications are involved if you need to expand your existing resources? 

If you are considering a move into a cloud-based archive, be sure you understand all of the upload and 
storage costs in advance. If you are migrating into Exchange 2010 or 2013, you may not want to put old PST 
file data into the new server – you may find that it quickly compounds your storage requirements and can 
even result in three times more data than you started with if you follow the Microsoft recommendations for 
DAGs. If you are migrating to Microsoft Office 365 (where end users’ PSTs are not readily accessible), be sure 
you know just how much data it will allow you to ingest. You may be surprised that it can’t accommodate 
as much as you might need it to.

How:  How do you want to achieve the PST elimination process?  You can choose a fully-funded IT solution, 
wherein IT staff perform this project on a desktop-by-desktop basis.  You can choose to require end users 
to perform some of the clean-up themselves, with IT overseeing the process. Software solutions greatly 
speed the process – but take care to choose one which will automate all aspects of PST Elimination.   For 
example, Microsoft’s PST Capture Tool only migrates PST data; IT is still required to manually locate and 
eliminate PSTs that have been migrated.   

When:  Given all of the factors above, identify the timescale of your PST elimination project. Outline the 
process for PST data discovery, as well as the time for uploading the data, archiving the data or ingesting 
the data to Exchange if that is your planned path. Be sure to identify a reasonable timescale without 
overloading system, network or staff resources.

Finally you need to develop a preliminary budget for this project.   Most of the information gathering in 
Step 1 will help you determine a realistic budget, but you won’t have all the information until you perform 
the next step.  You may wish to estimate the total volume of PSTs you anticipate discovering, and you 
should consider the cost implications of using an automated tool versus a fully manual process.   Readers 
should note, we also offer a white paper specifically on Budgeting for a PST Elimination project.

2. Establish the Location and Details of all PST Files

With your “where, how, and when” strategy in place, you next need to seek out all of the PST files in your 
organization so that you can make informed decisions about the “what.” PST files can hide in many locations, 
from file servers and client desktops to client laptops and company servers where former employee data 
is likely residing. 

The result here needs to be a complete report that will identify the scale of the project: how many PST files 
are in the enterprise and their size, location, message counts and ownership details. This is vital information 
to validate your “where, how and when” strategy to assure that you have the right storage capacity and 
location for your project.
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3. Establish the Owners of “Lost” PST Files

PST files can often become de-coupled with their owner’s Outlook application. While this is most common 
with former employees, it also happens with active employees with multiple PST files and systems. Finding 
lost PST files and pairing them back with their respective owners can be a time consuming manual task. 
However, this too can be automated with the right solution. 

Reconnecting orphaned PSTs is important on two accounts.  The first reason is that if your goal is to 
ultimately delete these files, so you need to know who owned them first.  This leads you to the second 
reason:  if one of the “owners” of an orphaned PST file is an employee whose data is under some sort of 
compliance or legal hold mandate, you can’t simply delete it. 

4. Identify Legal Hold Requirements

Check with your organization’s legal and human resources organizations to understand what “legal hold” 
requirements need to be in place. Your organization will likely have pre-determined data sets (such as 
financial data or executive data) that must be retained. There may also be existing investigations or 
eDiscovery projects already underway that need to be taken into consideration. Data associated with these 
legal hold requirements must be flagged so that it is not removed or deleted during your PST elimination 
project or your company may be liable for sanctions.  

5. Re-Evaluate Your Strategic Plan

Now that you have a comprehensive understanding of the scale and complexity of your PST elimination 
project, revisit your strategic-plan to see if it feasible, and where you need to make adjustments. Be 
sure to evaluate your system resources, complexity and timescales based on the full assessment of your 
organization-wide PST file data. Refine the plan to meet your needs.   Also, now that you have all the 
necessary data, you should finalize your budget.

6. Extend Corporate Retention Policies to PST Data Being Restored

Your organization may already have corporate retention policies in place for the automatic removal of data 
of a specific age. It is common to see that these policies will not have been adhered to on PST files... During 
this step, you should identify all the appropriate retention policies so that you can apply them during the 
migration or elimination project.   

Since PSTs are Dark Data, it’s not possible to see inside the container (unless you are the user), but when 
these PSTs are exploded to migrate or restore the email data, all the details become visible.  Applying 
corporate policies before the data is migrated, moved, copied, or restored allows you to eliminate files 
which should be expired.  Otherwise, you will bloat your temporary storage or hosted solution with data 
that you’re going to remove anyway.

If your organization doesn’t have a corporate retention policy, this may be a good time to establish one.  
Work with your corporate counsel to determine what timeframe is appropriate for your business and 
industry. Then, apply it consistently across the entire span of PST data in your project.

7. Migrate PST Content to the Chosen Location

Once you have identified what retention policies should be applied, you can begin the physical migration 
process.  If you are migrating to an Exchange server or a hosted solution, you’ll need to take care that 
you don’t overload your own enforced (or licensed, in the case of Office 365) mailbox quotas.  Applying 
retention policies will aid greatly in this process; so, too, will a staged migration.

Not all companies are 
looking to eliminate PSTs; 
some merely want to 
understand where they 
reside and how large these 
files are.   We have also 
worked with companies 
who wished to continue 
using PSTs as a means of 
backup for remote users.   

While hardly ideal – an 
archiving solution would 
provide faster access, easier 
backup, and no end user 
support requirements to 
restore corrupt PST files 
– PST Migration products 
such as PST Enterprise can 
be successfully leveraged 
to apply corporate data 
management across PST 
files even when they 
are locally stored.  This 
eliminates the legal and 
compliance risks inherent in 
Dark Data while maintaining 
an accurate landscape of 
just where these PST files 
are located.
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You will want to stage migration to occur in phases for a number of reasons.   The first is simply for quality 
control and monitoring, so you can evaluate the results and make any adjustments before you migrate 
the next phase.   The second is that you probably want to schedule migrations to occur during non-peak 
network hours, since any migration requires physical movement of files across your network by only 
migrating necessary data. The risk is that you may incur storage bloat. You can work to avoid storage bloat 
by using the archive to retain any data that isn’t in active use. Advanced automated solutions allow PST 
migration to be scheduled and automated with very little IT staff intervention.

As a special note on Exchange 2010 and 2013, Microsoft enables you to restore PST data into a secondary 
mailbox. However, the administrator must still discover PSTs this restoration is a manual process, and there 
is no ability to find and associate orphaned PSTs

Microsoft’s PST Capture does not automate the entire PST migration process; therefore, larger organizations 
utilize third party PST migration products which will speed the task without intensive manual involvement.

8. Remove PST Files and Prevent Users from Using PST Files Again

Because the best solutions only need to be performed once, you now need to assure that you will remain 
free of PST files for good. So in addition to removing the PST data you have migrated or restored, you 
need to implement policies that prevent users from needing to create new PST files.  This functionality 
is included in later versions of Exchange, but to prevent end user backlash – i.e., they likely created PSTs 
in the first place to overcome mailbox limitations – you need to monitor mailbox usage and proactively 
provide solutions to users who come up against mailbox limits.

 

PST Elimination: A Project That Can’t Wait

PST files are roadblocks to many different and significant IT projects – but removing them is a one-time 
process.  Eliminating PSTs can be done regardless of which looming project will be impacted by PST data.  
In fact, eliminating PSTs in advance of more significant IT projects actually provides an IT organization 
with more flexibility in terms of its next messaging project.  Eliminating PST files removes an entire layer 
of complexity that will bog-down these projects with unnecessary steps and workarounds.  Ultimately, 
removing PST files will have a positive effect on all downstream processes, as well as eliminating much of 
the legal risk and uncertainty in unmanaged containers of email data sitting out on your corporate servers 
and end users’ desktops.   

We have has two products 
whose capabilities to deal 
with PST files have been rec-
ognized by analysts such as 
Gartner Inc. for ease of use 
and scalability:

PST ENTERPRISE is a sin-
gle-function solution 
designed to find, migrate, 
and restore PST files.  Highly 
automated, it requires no 
end-user client installs, and 
uses an intuitive web-based 
interface.

ARCHIVEONE is an informa-
tion management solution 
product providing archiving, 
retention management, 
PST management, and 
advanced discovery func-
tions.  A “manage in-place” 
architecture offers seamless 
end user experience and 
solves Information Manage-
ment challenges faced by 
corporations.


