
Understanding Barracuda Backup: Local Control and Cloud Control

Using the Cloud to Simplify Backups
For nearly a decade, Barracuda Networks has invested heavily in our cloud infrastructure, recognizing that cloud computing can help 
reduce IT costs by providing a secure, scalable, and affordable platform for expanding products and services, while also providing 
customers access to their data from anywhere. Barracuda Cloud Control makes it easy to manage your Barracuda Backup appliances 
located across multiple sites, whether those sites are distributed globally, or are just across the street, in addition to managing other 
Barracuda solutions. This single pane of glass simplifies the task of monitoring backups for multiple sites and allows administrators to 
focus on keeping the business running.

Every organization should be prepared for when disaster strikes. This means having a plan not only 
for recovering from natural disasters such as hurricanes and fires, but also for the more common 
and inevitable occurrence of human error. Deploying and managing a backup solution can be 
a difficult and time-consuming task, particularly when your organization is distributed across 
multiple locations. Ensuring that you have a comprehensive plan means managing off-site storage 
for disaster recovery, as well as all of the technology and services that go along with moving 
critical data off-site. Organizations also have to be mindful of their obligations to meet different 
requirements for security and compliance regulations, which can further complicate the entire 
deployment process. Fortunately, Barracuda Backup can help simplify this process by providing 
flexible deployment options to meet varying business needs.

Solution Brief



Cloud Security
At its foundation, Barracuda is a security-driven company. Barracuda’s cloud has multiple layers of security that can be implemented to 
meet an organization’s security concerns. These implementations include multi-factor authentication into the Barracuda Cloud Control, 
IP address restrictions per user, and basic role-based management. Barracuda’s Cloud Control servers are distributed worldwide for 
easy accessibility for global organizations, helping to meet your security needs by denying out-of-region communication. To ensure 
communication between the local appliance and Barracuda Cloud Control, Barracuda implements a robust 256-bit AES encrypted VPN 
tunnel through which configuration data is sent.

Recovery from Anywhere
Restoring data is widely regarded as a painful task. However, Barracuda takes the pain out of restores with Barracuda Cloud Control. 
Barracuda Cloud Control makes the restore process easy with features like Restore to Copy™ and Cloud LiveBoot™. Restore to CopyTM 
simplifies the data delivery process by allowing administrators to quickly and easily recover data that has been replicated to Barracuda 
Cloud Storage, to a Copy account. This allows remote users to access their data easily from their computer, tablet, or smartphone. 

Cloud LiveBootTM provides administrators the option to have fully functional copies of their VMware virtual machines running in the 
Barracuda Cloud to simplify the data recovery process, verify that backups were successful, or to be used as a sandbox for testing. 

Local Recovery 
While the overall reliability of internet connections keep improving, outages still happen. Customers using Barracuda Cloud Control to 
manage their backups also have the option to use the appliance’s local restore browser. The Barracuda Backup appliance’s local restore 
browser provides quick access to critical data in cases where internet connectivity is unavailable. Additionally, customers can also access 
statistical and reporting information, provided by the appliance, from the local web interface.

Local Control for Private Environments
For some organizations, having mission-critical data exposed to an internet connection, no matter how secure, is not an option. For these 
customers, Barracuda has introduced Local Control with Barracuda Backup version 6.0.

Local Control provides the straightforward user interface and functionality of Barracuda Cloud Control down to the local appliance. With 
Local Control, administrators can completely manage their backups in an isolated network environment. Administrators can still take 
advantage of the same great interface that has helped make Barracuda the market leader for Integrated Purpose Built Backup Appliances, 
according to IDC.

Local Recovery for Fast DR
Recovery from a Local Control appliance is fast and simple, while offering powerful functionality, such as Local LiveBoot, file download,  
and bare metal restoration. With the restore browser hosted on the local appliance, you can quickly restore single files or entire servers 
with just a few clicks. In case of a disaster with a VMware environment, administrators can have the local Barracuda appliance act as a 
storage device for VMware and recover virtual machines in minutes. 



If your primary site is down, administrators can restore from a replication target. Replication target setup is seamless through the Replication 
page on the local appliance, requiring only the IP address, serial number, and unique code for each appliance. Replication happens inline 
as new data reaches the local appliance, and rate limits can be configured for each target to control bandwidth. Administrators can access 
the replication target just like the local appliance, via its own local interface. All revisions are on the remote appliance and all functionality 
is the same at the DR site.

Support When You Need It
Barracuda Backup 6.0 brings another new option, SMTP server configuration. This enables the appliance to leverage a local mail server 
to send reports for scheduled backups, as well as alerts if something goes wrong. The reporting provides critical information in a familiar 
and convenient format, without having to log into the appliance. If an administrator needs additional assistance from Barracuda, an 
on-demand support tunnel can be created securely to Barracuda’s support servers. The support tunnel allows administrators to control 
access to the Backup appliance for Barracuda technical support, so they can be confident no one is accessing the appliance without their 
knowledge and consent.

Cloud Control or Local Control: Choosing the Right Option
It’s important to understand that some product functionality provided by Barracuda Cloud Control is not available with Local Control. For 
example, appliances that are locally controlled cannot replicate data to Barracuda Cloud Storage. However, they can still replicate data to 
another Barracuda Backup. The table below provides a quick summary of which features are available for each deployment model.

Cloud Control Local Control

Centralized Management a
Barracuda Cloud Storage a
Cloud LiveBootTM a
Restore to CopyTM a
Offline Notifications a
Multi-factor Authentication a
Display Groups a
User Sync a
Advanced Graphs a
Restore Browser a a
Backup & Restore Reports a a
Backup Schedules a a
Retention Policies a a
File & Directory Exclusions a a
Data Sources a a
Large Items Report a a
Audit Logs a a
Site-to-Site Replication a a
Email Notifications a a
Local User Accounts a
Operates Without Barracuda Cloud a
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To help determine which option is the best fit for your organization, here are two customer examples:

Example 1: Distributed Architecture with Centralized Management
Drew Marine is a global leader providing technical solutions and services to the marine industry with a comprehensive line of advanced 
marine chemicals and equipment. Drew Marine’s global network offers onboard and shore-side technical support in each of their 20 
locations, which houses more than 600 employees. The customer has deployed eleven Barracuda Backup appliances for three years to 
protect their globally distributed network. Because Drew Marine uses Barracuda Cloud Control to manage all eleven of their backup 
servers, they are able to quickly recover data for users on the other side of the globe at a moment’s notice, and they don’t have to hire 
additional IT staff to manage backups at each of those locations. To read more about Drew Marine and how Barracuda Backup helps to 
protect their business check out their Case Study.

Example 2: Private Data Requiring Local Control
A city in Virginia has a police force of about 60 officers, and a small IT staff that manages their two locations. The IT staff manages an 
Exchange server, a web server, several database servers and a file server which contains some digital evidence as well as data for the 
officers on staff. Both locations have a standard cable Internet connection that maxes out at about 10Mbps. The police department is also 
leveraging the Criminal Justice Information Services, which allows them to share data with other law enforcement agencies across the 
country. CJIS provides a multitude of limitations for how the data obtained from that system is stored and used, one of those limitations is 
that the data cannot be stored in the cloud. Because of the restriction on cloud storage, the city can choose to enable Local Control when 
they link their two backup appliances, then they can replicate the data that is backed up across their cable connection to their alternate 
location. This provides the police department with a comprehensive backup and disaster recovery solution while still complying with the 
terms of use for CJIS.

Conclusion
Barracuda Backup provides flexibility for customers to build their backup and recovery plan based on their business needs and constraints. 
Barracuda gives organizations a choice in how they want to manage their environment and simplifies the process of keeping the business 
protected from the inevitable loss of data. While Barracuda Backup was built from the ground up with the cloud in mind, version 6.0 
provides the security needed to make Barracuda Backup your all-in-one backup and disaster recovery solution.

https://www.barracuda.com/assets/docs/Case_Studies/Barracuda_Backup_Case_Study_Drew_Marine.pdf
http://www.fbi.gov/about-us/cjis

