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As network security threats become more complex, targeted, and persistent, the need for organizations  
to mitigate risk by limiting attack vectors has increased. At the same time, the ease with which employees 
can inadvertently disclose company information has risen as fast as the prevalence of social media.  
Next-generation firewalls address both issues by allowing organizations to restrict access to whatever  
they deem a potentially malicious or leaky application. 

The following questions were posed by Barracuda Networks to John Grady, research manager of 

IDC's Security Products program, on behalf of Barracuda's customers. 

Q. What is a "next-generation firewall," and should an organization migrate to a next-

generation firewall? 

A. The idea of next-generation firewalls has been around for a few years and has shifted the 

entire conversation around network security. The main drivers of this transition have been the 

massive growth in the use of cloud applications and the explosion of devices on the network. 

As applications such as Facebook, YouTube, Skype, Dropbox, and others have blurred the 

line between corporate use and personal use and become more prominent, the need to 

account for and control the use of these resources has grown. Traditional firewalls that 

enforce policy by port and protocol do not have the ability to see the specific Web application 

traffic entering the network and thus do not have the ability to filter that traffic. 

Next-generation firewalls have addressed this problem by adding application classification 

and control as an integral feature of the platform. Through application control, administrators 

can set policies for a variety of Web-based applications and micro-applications. Further, 

these policies can be mapped to individual users and, in many cases, a specific device. As 

organizations increasingly leverage these applications for specific business purposes, the 

need for granular control is increased. Simple block/allow policies for entire applications and 

user groups within the organization no longer work. 

For example, an organization may want to set a policy that says "Sue" in the marketing 

department is able to access Facebook in order to keep the company's page updated, but 

other parts of Facebook (e.g., games, chat) remain blocked to her. At the same time, "Dan" in 

the finance department has no business need for Facebook, so the entire application remains 

inaccessible to him. 

Additionally, as more resources move to the cloud, it becomes even more important that 

organizations prioritize and control the use of network bandwidth. Ensuring quality of service 

for business-critical applications such as Salesforce.com is paramount. So while security 

concerns have driven the move to application-aware firewalls, controlling business processes 

has also emerged as an important and necessary alternative benefit. 
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Q. What are the challenges associated with deploying multifunction appliances? 

A. As stated previously, unified threat management (UTM) appliances have been around a long 

time. UTM appliances were originally focused on SMBs, but larger enterprises began looking 

to multifunction solutions for streamlined management, cost savings, and protection against 

blended threats. However, one issue that has always been present with UTM appliances and 

served as a roadblock to more ubiquitous adoption, especially in the enterprise, is 

performance. As more security functions are layered onto an appliance, performance is 

logically impacted.  

Further, some functions are more resource intensive than others. URL filtering and 

antimalware can dramatically impact the performance of a UTM appliance. One solution to 

this problem is to purchase a more powerful appliance. This approach obviously isn't cost 

effective, and it counteracts some of the expected benefits of UTM. Another option is to 

leverage the cloud to offload some of the more resource-intensive processes and allow the 

appliance to focus on the more traditional firewalling, intrusion prevention, and application 

control functions. Running functions such as URL filtering and antimalware in the cloud 

improves security because signatures and filters are always up to date and processing-

intensive protection techniques can be employed more freely. With malware constantly 

changing and evolving, this becomes even more important in today's environment.  

Aside from these performance issues, management, reporting, and integration can also be 

challenging with multifunction appliances. In theory, these appliances should provide simpler 

management because everything is typically centralized into a single-pane-of-glass console. 

However, there can be issues around scalability and actual implementation depending on the 

deployment scenario. A good management console should provide flexibility in deployment, 

be intuitive, and enable administrators to create policy across all the security applications 

running on an appliance rather than managing each separately. It should also provide for 

simple logging and reporting, allowing administrators to spend more time on security-focused 

issues. Leveraging the cloud to offload this functionality and create an on-demand system 

where administrators have easy access to the data they need to create intelligent policies, 

without having to manage the actual process themselves, provides a huge benefit to 

organizations.  

Q. What are the best practices with network firewall deployments for a cloud-enabled 

organization? 

A. When application-aware firewalls are deployed in cloud-enabled organizations, the first step 

— before deployment even begins — is to inventory the applications already in use. Often, 

businesses vastly underestimate the amount of Layer 7 traffic on their network. Once the 

applications and users are mapped, conversations should occur where business groups lay 

out the reasoning for their use of particular Web applications. At that point, the IT 

organization can decide whether a business need exists and from that point create policies to 

govern the use of all applications, especially those that straddle the personal/corporate line, 

such as Facebook, Dropbox, etc. 

Most solutions offer the ability to allow application usage by time of day, meaning Facebook 

could be blocked for most of the day but could be allowed during the lunch hour. Additionally, 

many firewalls provide the ability to prioritize bandwidth for certain applications. Business 

applications can be given priority based on criticality to ensure availability does not suffer. 

Going even further, some solutions allow application prioritization based on circuit. In this 

case, a critical business application (such as Salesforce.com) will be routed over a higher-

quality uplink, while Facebook and YouTube are relegated to the backup DSL line. This helps 

ensure availability and quality of service. 
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Often, default security settings may enable better performance but at the expense of a  

strong security posture. Especially when deploying in a cloud-enabled environment, 

organizations need to consider the trade-offs and make decisions based on their risk 

tolerance and latency concerns. 

Q. How are organizations adopting cloud services to optimize their costs? 

A. The benefits of cloud services are numerous. Lower capital investments, ease of deployment, 

and scalability are just a few of the reasons organizations have begun to consider cloud 

technologies. However, as the number and the use of cloud applications have exploded, 

security has remained somewhat slow to adapt. New avenues of attack have opened that 

take advantage of holes in traditional defenses. At the same time, many solutions that do 

address cloud-based threats have performance limitations because while processors have 

continued to become more powerful, there remains a limit to how much functionality can be 

added to an appliance without denigrating the service. 

This is especially true with content scanning and antivirus. As content on the Internet has 

become more dynamic and complex, the scanning mechanisms have evolved to look deeper 

and pull things apart to determine whether threats exist. For example, URL filtering was the 

default feature in years past to protect employees using the Internet. However, organizations 

today need to deploy protection against malicious content coming from valid sources. This 

involves looking at all the content within a Web page or application to defend against 

poisoned search results, exploit kits, malicious JavaScript, and other threats. Doing this 

effectively requires more compute power than is available on an appliance.  

Similarly, malware has become more advanced and specialized. Even basic list-based 

analysis becomes harder as the amount of known malware increases. However, the real 

concern is unknown malware, which requires heuristics and executable analysis. This is 

another immense drain on resources. In fact, with regard to performance testing of UTM and 

other multifunction appliances, antivirus is typically the feature that causes throughput to 

plummet. 

Ultimately, organizations realize enormous benefits from leveraging cloud applications. 

However, to reap these benefits without seeing increased security risks requires deploying 

solutions built specifically to address today's threat landscape, specifically around cloud. To 

do this in a cost-effective manner that ensures performance, scalability, and protection 

requires security solutions that are built to leverage the elasticity of cloud to augment  

on-premise processing. 
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